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Update on NDAA and Countering CCP Drones Act 

The fiscal year 2025 National Defense Authorization Act (NDAA) passed this month, solidifying funding 
priorities and policy directives for the United States Department of Defense. And while the sweeping 
legislation touches nearly every corner of U.S. defense strategy, one notable absence is making waves in 
the technology and business worlds: the Countering CCP Drones Act was left out of the final FY25 NDAA 
bill. 

https://www.thedronegirl.com/2024/12/19/fy25-ndaa/ 

 

Washington State Senate Bill 5302 

Proposed bill in WA State stating that “No state or local agency, including any law enforcement agency, 
shall purchase or otherwise acquire a small unmanned aircraft 10 system that is manufactured or 
assembled by a covered foreign entity.” This bill if passed would ban the purchase and use of small 
unmanned aircraft system manufactured or assembled by a covered foreign entity starting on or after 
July 1, 2026. 

https://legiscan.com/WA/text/SB5302/id/3060208 

 

Commerce Department issues NPRM to limit use of Chinese-made drones and components 

The U.S. Department of Commerce’s Bureau of Industry and Security (BIS) has announced an advance 
notice of proposed rulemaking (ANPRM) aimed at enhancing the security of unmanned aircraft systems 
(UAS) supply chains. If the proposed rule is implemented, it could reshape the UAS industry in the United 
States by limiting or prohibiting the use of drones or their components that are developed, 
manufactured, or supplied by foreign adversaries such as China and Russia, including increased security, 
supply chain overhaul, economic implications, and market shift. 

https://dronelife.com/2025/01/03/commerce-department-issues-nprm-to-limit-use-of-chinese-
made-drones-and-components/ 

 

Drone Swap Program 

Axon introduces a drone swap program, called “SkySwap”, to help agencies transition to secure, 
American-made drone technology beginning January 16, 2025. The FY25 NDAA has introduced a new 
stipulation requiring the U.S. government to evaluate Chinese-manufactured drones for security risks. If 
the government does not complete this evaluation within one year, any new models of Chinese drones 
will automatically lose access to FCC bandwidth. These restrictions, coupled with state-level bans, such 
as Nevada’s recent law limiting DJI product use, are reshaping the landscape for public safety drone 
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programs. Agencies can trade in non-compliant drones and apply credits toward Axon’s Drone as First 
Responder (DFR) technology. This program allows agencies to avoid sudden fleet groundings while 
transitioning to compliant, scalable solutions. 

https://dronelife.com/2025/01/16/skyswap-program-a-new-path-for-public-safety-drone-
compliance/ 

 

DJI will no longer intervene and prevent operators from flying drones in “No Fly Zones” 

DJI, the China-based drone giant, says it will no longer enforce geofence barriers that prevent its 
products from flying over restricted areas like airports, wildfires, and government buildings. Though the 
company says these changes are intended to empower its users, they come amid a surge in drone 
sightings, some around critical infrastructure, that have stoked fears and fueled a growing tide of 
conspiracy theories. DJI’s changes mean operators will have one less guardrail preventing them from 
flying into risky areas. The drone drama might not be going away anytime soon. 

https://www.popsci.com/technology/dji-drone-no-fly-zone/ 

https://dronedj.com/2025/01/14/dji-geofencing-no-fly-zone/ 

https://dronedj.com/2025/01/16/dji-geofencing-us-drone-ban/ 

 

Public perception on drones  

Due to increase of news about drones in recent months, with incidents in New Jersey, New York, and 
California, and now DJI’s latest announcement about no more intervention, public opinion of drones is 
likely at a low. WSDOT is working to draft a new public message notification about drone flights along 
state highways that can be emailed or physically mailed out, and future plans to increase social media 
efforts to hopefully educate, bring awareness of current flights, and bring positivity towards drones in 
Washington State. 

https://www.northjersey.com/story/news/new-jersey/2024/12/17/is-it-legal-to-shoot-down-a-drone-in-
new-jersey-what-to-know/77022782007/ 

https://www.cnn.com/2025/01/10/us/super-scooper-drone-collision-la-fire-canada-hnk-intl/index.html 

 

DJI to end support for iconic Mavic Air drone next month 

https://dronedj.com/2024/12/02/dji-mavic-air-service-support/ 

 

New DJI Flip 
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DJI announced January 14th its newest camera drone to its lineup, the DJI Flip. Taking the best features of 
the DJI Mini and Neo drones, it might just be the perfect drone to give to anyone, no matter how 
experienced they are with flying a camera drone. 

https://dronedj.com/2025/01/14/dji-flip-a-all-in-one-drone-for-pilots-of-all-skill-levels/ 

https://dronelife.com/2025/01/14/dji-launches-dji-flip-a-compact-vlog-camera-drone-for-safe-
and-stunning-aerial-photography/ 

 

DJI Matrice 4 

DJI is here with its first new release of 2025, the Matrice 4. This drone will serve as the successor to the 
Mavic 3 Enterprise drone, now with a formal new name that fits the enterprise line of DJI offerings. The 
Matrice 4 comes in two flavors, the 4E, designed for surveying and inspections, and the 4T, which is 
meant for public safety and energy use cases. Both models come with a 168mm telephoto camera, 
70mm medium-telephoto camera, 24mm wide-angle camera (although there are some spec differences 
between the two), and a laser range finder. 

https://enterprise.dji.com/matrice-4-series?site=enterprise&from=nav 

 

AVSS unveils parachute safety system for DJI Matrice 4 drone 

https://dronedj.com/2025/01/09/dji-matrice-4-parachute-avss/ 

 

 

 

US-made Ascent AeroSystems Coaxial drone design 

Their innovation lies in a coaxial drone design—a sleek cylindrical form powered by counter-rotating 
rotors. It’s a departure from the typical quadcopter, offering advantages in performance, reliability, and 
portability. 

https://dronelife.com/2025/01/16/inside-ascent-aerosystems-a-revolutionary-approach-to-drones/ 
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